
The relationship between the 
European Union and the United 
States has always been compli-

cated and riddled with disagreements. 
It is, after all, an unconventional pair-
ing between one of the most pow-
erful countries on earth and a set of 
institutions that do their best to rep-
resent the often disparate views of 28 
individual member states. Whether on 
trade, counter-terrorism cooperation 
or Iran, fostering EU-US cooperation 
is a never-ending exercise in patience, 
diplomacy and bureaucratic acrobat-
ics. Yet, however challenging and tense 
the EU-US relationship has become, 
the relationship has persevered and in 
many cases prospered. Leaders on both 
sides have long understood the benefits 
of working through EU-US channels. 
That is, until now. Today, thanks to a 
mix of external 
and internal 
forces exert-
ing unprec-
edented pres-
sure on the 
EU, the EU-US 
relationship is 
ailing, weaken-
ing both sides 
of the Atlantic as both the EU and US 
compete with Russia and China. 

For the first time in the history of the 
EU-US relationship, the president of the 
United States is regularly and openly 
expressing disdain for the European pro-
ject. Unlike his Republican and Demo-
cratic predecessors, President Donald 
Trump doesn’t appear to see any value in 
America’s relationship with the EU, nor 
does he appear to appreciate the histori-
cal circumstances that led to its creation. 
He believes that the EU was “formed 
in order to take advantage” of the US. 
“Nobody treats us much worse than the 
European Union,” he said last Novem-
ber. In his eyes, the EU is more adver-
sary than ally; last summer he labeled 
the EU a “foe.” He has also asserted 
that EU High Representative for Foreign 
and Security Policy Federica Mogherini 
“hates America.”

During the first year of the Trump 
administration, Europeans tried to 
reassure themselves that the president 
was isolated in his anti-EU views and 
that other members of his cabinet saw 
enough value in the EU-US relationship 
to prevent Trump from doing any signifi-
cant damage. Senior-level members of 
the Trump administration pushed that 
narrative every chance they got by con-

tinually urging Europeans to “look at 
the policies not the tweets.” The admin-
istration’s policies, administration offi-
cials argued, were in stark contrast to 
the president’s disparaging language on 
Europe and demonstrated a firm com-
mitment to the trans-Atlantic relation-
ship. The policy that Trump adminis-
tration officials often cite in support of 
this argument is the decision to signifi-
cantly increase support for the European 
Deterrence Initiative (EDI).

 Near the end of Trump’s first year 
in office, in November 2017, then Sec-
retary of State Rex Tillerson delivered 
his first speech on Europe, which was 
generally well-received on the other side 
of the Atlantic. With Trump’s notori-
ously soft positions on Russia, which had 
triggered concerns on both sides of the 
Atlantic that he might strike some kind 
of grand bargain with Moscow, Europe-
ans found Tillerson’s sobering language 
on Russia reassuring. Many Europeans 

also applauded 
T i l l e r s o n ’ s 
special empha-
sis on “shared 
p r i n c i p l e s . ” 
But observ-
ers in Brussels 
noted a glar-
ing omission 
in that speech, 

notably the lack of any significant refer-
ence to the EU. While Tillerson included 
passing mentions of the EU’s work in 
the Balkans, its humanitarian support 
surrounding the conflict in Syria and a 
US commitment to maintain ties with 
the EU after Brexit, there was no men-
tion of the multibillion-dollar EU-US 
trade relationship, long heralded as the 
cornerstone of the trans-Atlantic rela-
tionship. Still, a number of Atlanticists 
hoped the omission was just a case of 
benign neglect. 

Those hopes came crashing down 
just a few months into year two of the 
Trump administration. Tillerson, con-
sidered to be one of the “adults in the 
room,” was fired just days after claiming 
that Russia was responsible for the poi-
soning of a former Russian spy living in 
London, for which the White House had 
declined to assign blame. With the sub-
traction of one of the moderating forces 
on Trump’s style and substance, Trump’s 
tweets increasingly morphed into actual 
policy decisions. For example, after com-
plaining about the trade imbalance with 
Europe for over a year, Trump imposed 
steel and aluminum tariffs in March of 
2018. Since Trump argued that the tariffs  

BY JULIANNE SMITHBY HEIKO MAAS

continued on page 10

IMPERILED WORLD
Warning of the global threat 
of authoritarianism, Robert 
Kagan asks: What makes us 
so confident that democracy 
is guaranteed in the West? 
page 3

COLD WAR 2.0
A new arms race between  
the US and Russia in an  
era of cyber-enhanced  
information warfare and 
advanced capabilities is 
undermining strategic  
stability, argue Richard Burt 
and Jon Wolfsthal. page 5

THE RUSSIA FILES
Eric Bonse elucidates the 
negotiations between  
the EU and Russia, Alexey 
Gromyko makes the case for 
new multilateral formats, 
Dmitri Trenin says Moscow 
should retreat carefully, and 
Rolf Mützenich and Achim 
Post support lifting  
sanctions. pages 11–13

MIDDLE EAST PRIMER
Michael Lüders warns of 
Saudi Arabia, Volker Perthes 
has a plan for the EU in Syria, 
Gisela Dachs examines Israel 
and Iran, and Frank  
Nordhausen charts the fate  
of the Kurds along the  
Turkish border.  
pages 17–21

AFRICAN MOVEMENT
The continent is emerging 
from a sea of poverty and 
now has a real middle class – 
it could actually lead to even 
more south-north migration. 
Stephen Smith explains. 
page 29

LIKE IT – OR NOT
Social media manipulation 
has become a real security 
threat. NATO and civil  
societies alike must come up 
with a strategy; the future of 
democracy is at stake, writes 
P.W. Singer. Sir Julian King 
calls for a genuine European 
Cyber Security Agency.  
page 34

February 2019		  Munich, Germany

S pe c i a l  Edi t ion  of  T h e  G e r m a n  T i m e s  f or  t h e  5 5 t h  Mu n ic h  S e c u r i t y  C on f e r e nc e

When you walk past the United 
Nations headquarters on Man-
hattan’s 1st Avenue, it’s hard to 

overlook the massive sculpture on the front 
lawn: a larger-than-life Saint George slaying 
a giant dragon. You could easily mistake it for 
a medieval monument, if the dragon weren’t 
made of fragments from Soviet SS-20 and 
US Pershing nuclear missiles – weapons 
destroyed under the INF Treaty of 1987.

For more than 30 years, the treaty was an 
essential building block of European security 
and a cornerstone of international arms con-
trol architecture. By developing a new ground-
based mid-range nuclear missile, Russia has 
violated and de facto suspended it. The ball 
is in Russia’s court. During my recent visits to 
Moscow and Washington, I proposed criteria 
against which Russian transparency propos-
als should be tested. Regrettably, everything 
Russia has offered so far falls far short of 
those benchmarks. 
Six months remain 
for Moscow to return 
to full and verifiable 
compliance with the 
INF. Germany will 
do whatever it can to 
make this happen.

An end to the INF 
Treaty would affect us 
all, and Europe would be less secure. Perhaps 
even worse, an end to the treaty would also 
damage the prospects for arms control in gen-
eral. A new arms race looms large on the hori-
zon, while a key lesson of international policy 
is undermined, namely that lasting security 
requires both military strength and coopera-
tive security.

This realization is even more alarming when 
we look at the challenges ahead. The digi-
tal revolution offers potential for changing 
human lives for the better. But it also has a 
profound impact on tomorrow’s weapons 
systems, on international warfare, on domes-
tic security and global stability. In a nutshell, 
the wars of the future will most likely not be 
fought with mega bombs, but with megabits 
and megabytes. 

The Cold War is over. Security today is less 
about counting nuclear warheads than about 
understanding the security challenges linked 
to future technological developments:

P 	 5G networks, which are currently being 
tendered in Germany and many other coun-
tries, will fundamentally alter cyber capacities 
and the daily routines of household manage-
ment. But how do we prevent their misuse for 
cyber warfare?

P	 Biotechnology offers the potential to 
improve human life – from tackling genetic 

diseases to mitigating the impacts of climate 
change. But how can we ensure that access 
to biotechnology doesn’t enable terrorists, 
criminals or states to weaponize biological 
agents?

P	 Artificial intelligence is set to take 
unmanned aerial vehicles to the skies above 
our cities. But how can we stop autonomous 
weapons from building on this technology 
to select and attack targets without human 
involvement?

P	 New frontiers in long-distance travel will 
soon be pioneered by hypersonic carriers, 
drastically cutting travel times. But how can 
we deal with hypersonic missiles that reduce 
reaction times to just a few seconds, thus 
eroding the ability for human control?

These fundamental questions remain 
unanswered today. To address them, I have 
invited colleagues, military experts and sci-
entists to attend an international conference 

in Berlin on March 15 
of this year. We want 
to launch an inter-
national dialogue 
that captures tech-
nology and rethinks 
arms control. It will 
be informed by an 
in-depth analysis of 
technological trends, 

a clear assessment of the security landscape 
and an open debate between affected coun-
tries. Our European neighbors need to be at 
the heart of this dialogue, since Europe is par-
ticularly affected by the current arms control 
crisis. Defining a common European position 
will also be necessary, as we are including 
global powers such as China, India, Japan and 
our trans-Atlantic partners in our discussions. 
We will also engage with the private sector, 
which is pioneering many of these technologi-
cal developments. Together, we must put arms 
control back on the international agenda.

The sculpture of Saint George and the 
dragon on the UN’s front lawn bears the title 
“Good Defeats Evil.” If we don’t take action 
now, we risk waking up to a world where we 
won’t be able to tell good from evil, or right 
from wrong – where high-tech weapons are 
used in undefined gray zones and where the 
choice between war and peace has slipped 
from human control. To avoid such a cata-
strophic scenario, we must take new techno-
logical challenges into account in our arms 
control architecture. That would be a major 
step towards preserving peace in the 21st cen-
tury – and a manifestation of pure realpolitik.
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Why modern wars never end
Violence has morphed from a political instrument into an economic resource, 

but this is only one of five reasons for today’s never-ending conflicts

In the grand scheme of 
European history, the 19th 
century stands out as an 

era of peace. However, this 
characterization of the epoch – 
defined by historians as span-
ning the Congress of Vienna 
and the start of World War I – 
rings only partly true. A whole 
series of wars dotted Europe at 
the time, like the Crimean War 
and the Italian and German 
wars of unification, just to name 
a few of the most significant 
conflicts. But these were lim-
ited both in space and time, and 
usually ended with one deci-
sive battle after which peace 
was declared. The wars almost 
always lasted just a few months 
while never posing a signifi-
cant threat to the social order 
or having greater consequences 
than the shifting of political 
frontiers. Spatially and tem-
porally constrained and legally 
regulated wars seem to corre-
late with overall periods of pro-
longed peace.

However, it’s an altogether 
different picture when conflicts 
drag on, cannot be localized and 
become dictated not by the pur-
suit of decisive victory but rather 
by survival in a war of attrition. 
Such was the case with the 
Thirty Years’ War (1618–1648) 
and then again in the two World 
Wars of the 20th century, after 
which thinkers and laypeople 
alike came to the conclusion that 
war ought to be forever removed 
from the tool chest of politics. 

In 1648 and in 1815 – at the Peace 
of Westphalia and at the Congress 
of Vienna respectively – observers 
still had confidence in the idea that 
war could be regulated solely by 
limiting its scope. The means to 
this effect was the state monop-
oly on the right to wage war. The 
people left the issue of war to the 
prudence of their rulers, trusting 
that they would approach it with 
restraint and in accordance with 
sound cost-benefit analysis.

This trust had become a thing 
of the past in 1918 and 1945. At 
issue now was nothing less than 
the elimination of war. This would 
require an authority to ensure that 
any state or entity acting in vio-
lation of this ban on war would 
not benefit from doing so. Yet nei-
ther the League of Nations nor 
the United Nations developed 
into such an authority; the great 
powers only took action against 
breakers of the peace if it served 
their immediate interest to do so. 
Likewise, the 2005 global commit-
ment to embrace the “responsibil-
ity to protect” has had no discern-
ible effect. This is the first answer 
to the question of why today’s 
wars never end: as a general rule, 
no state is prepared or in a posi-
tion to enforce the termination 
of a war. Those concerned must 
content themselves with requests 
to warring parties – requests that 
either fall on deaf ears or achieve 
zero effect. 

So, why does that rational calcu-
lus not apply today, the thinking 
in most cases ensured that wars 
were ended when the prospective 
harm exceeded the verifiable ben-
efits? After all, in several regions 

of the world we are facing wars 
in which the harm far outweighs 
the benefits, for instance in the 
now four-decade long war in the 
Horn of Africa, or the wars that 
for 30 years have continually reig-
nited around the African Great 
Lakes, or finally in the wars in and 
around Afghanistan and those that 
developed in the wake of the Arab 
Spring.

These conflicts are all marked by 
the fact that they only marginally 
pit one state against another; they 
are essentially civil wars, to which 

a different rationality applies than 
does to wars between states. If the 
latter follow instrumental guide-
lines, the first have an existential 
dimension that renders any com-
promise impossible. Yet peace 
treaties have always relied on com-
promise, even if there are clear 
winners and losers. Where this is 
not the case, a peace treaty proves 
to be little more than a ceasefire, 
and after a period of time the war 
begins anew. 

That is the second answer to the 
question of why today’s wars no 
longer end: the dichotomy that 

developed under the Westphalian 
sovereignty established in 1648 – 
wherein a sharp distinction was 
drawn between interstate war 
and civil war, which third parties 
are forbidden to join – no longer 
applies; indeed, with increasing 
speed the two types of war are 
coalescing into one.

Wars may begin as civil wars, 
but soon adjacent or nearby 
states play an important role, thus 
fomenting transnational wars 
in which internal intrastate and 
interstate conflicts blur into one. 

These can be so complex that they 
may no longer be resolved through 
straightforward peace treaties; 
what is required are protracted 
peace processes.

Since the end of a clear distinc-
tion between interstate war and 
civil war, closed war economies 
have been supplanted by open 
ones. In a closed war economy, 
the warring parties only have 
access to resources within the ter-
ritories they control – when these 
resources expire, so does the war. 
Carl von Clausewitz likened this 
process to a volcano becoming 

extinct. Open war economies 
possess an altogether different 
dynamic, one characterized by 
the permanent influx of money, 
weapons, relief supplies and com-
batants from outside the war zone. 
Although the world community 
may establish arms embargoes and 
monitor money flow in attempts 
to close an open war economy, our 
age of back-channel commerce 
allows these efforts only a meager 
chance at success. 

This was already the case with 
the proxy wars of the East-West 
conflict, but since the end of the 
Cold War, this phenomenon has 
taken on even greater dimensions. 
The external backers have now 
diversified; and, accordingly, more 
actors now pose as external sup-
porting powers while the number 
of parties to the civil war has multi-
plied. This is the third reason. 

Presumably, the most significant 
reason for the extended duration 
of new wars is the fact that there 
exist numerous actors whose life-
blood is the wars themselves; they 
have transformed violence from a 
political instrument into an eco-
nomic resource. Thus they have 
no interest in ending the war – not 
the warlords, for they would lose 
the opportunity to amass great 
wealth through the conflict, and 
not their followers, who would 
then recede into social marginal-
ity. Herein lies the rub: the longer 
the war wages on, returning to a 
peaceful life becomes all the more 
difficult. When entire generations 
have grown up knowing nothing 
but smoldering war and having 
learned little more than how to 
use violence to survive this war, it 

becomes close to impossible to end 
an armed conflict via peace treaty. 
This is the fourth reason. 

Not all the factors identified here 
are always visible in the war zones 
themselves. Often, one factor plays 
only a minor role while another 
bears outsized influence. More-
over, the constellation of factors 
is subject to constant change. If 
classical warfare was marked by 
the fact that certain notions of 
order became elements in the reg-
ulatory framework for conducting 
wars (even if the warring parties 
did not always defer to this system 
of order), then our new wars are 
marked by the sheer lack of such 
regulation, which brings with it a 
higher level of cruelty and a greater 
number of atrocities. Breeding 
revenge and counter revenge, this 
cannot be dispelled through legal 
intervention by a neutral third 
party, for there are no neutral third 
parties in civil war. Violence must 
be returned and humiliation must 
first be avenged before any peace 
negotiations can begin. 

There is always one party with a 
score to settle, which will then lead 
to new scores and new determina-
tion to settle them. This is the fifth 
reason why today’s wars do not end 
on their own – and indeed have 
little chance of ending at all.

The rub: a peace treaty may prove to be little more than a ceasefire, and after a period of time the war begins anew. Versailles 1919. Painting by William Orpen 
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always relied on  
compromise, even if  
there are clear winners  
and losers
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were not directed specifically 
at Brussels, Europe waited for a 
special carve-out. It never came. 
To add insult to injury, after 
complaining for years about the 
Iran nuclear deal – one of the sig-
nature achievements of EU-US 
cooperation – Trump pulled the 
United States out of the deal in 
May of 2018. 

Europeans were obviously 
upset over Trump’s decision to 
abandon the Iran deal. But they 
were equally furious with the 
way in which Trump made the 
decision. European and Ameri-
can officials had spent the prior 
five months hammering out a 
fix that would address US con-
cerns while also preserving the 
deal. When Trump made the 
announcement that the US was 
walking away from the deal, the 
negotiators were down to just a 
few lines of text. The lessons for 
European allies were clear: never 
assume that anyone speaks for 

President Trump and whatever 
you do, do not ignore his tweets.

Year two ended with a bang. In 
December of last year in Brus-
sels, the new Secretary of State 
Michael Pompeo delivered a jar-
ring speech on “Restoring the 
Role of the Nation State in the 
Liberal International Order.” 
In front of a packed audience 
of Europeans, Pompeo ticked 
through the failings of a number 
of international institutions in 
an effort to argue that the rules-
based order no longer worked. 
To the shock of many listening 
in person and online, Pompeo 
included the European Union in 
that list. Keeping with the title 
of his talk, he then urged Euro-
peans to “reassert their sover-
eignty,” a remarkable statement 
to make in the capital of Europe.

Unfortunately for the EU, the 
Trump administration’s attitudes 
and policies towards the EU are 
but one of its many challenges at 

the moment. Externally, Russian 
President Vladimir Putin contin-
ues to use an array of asymmetric 
tactics – cyberattacks, disinfor-
mation, and energy – to under-
mine EU cohesion and resolve. 
Chinese investors now own 10 
percent of Europe’s ports, just 
one of the ways China is buying 
influence on the continent. 
Internally, whether, how and 
when Brexit will occur remains 
a mystery, presumably even to 
Prime Minister Theresa May 
herself. And populist parties 
and leaders like Viktor Orbán 
have succeeded in creating small 
but critical tears in the fabric of 
Europe. 

EU officials and experts 
understand that this is a defin-
ing moment for the European 
pro-ject. One can hardly spend 
a week in any major European 
capital without stumbling into 
a forum about the future of 
Europe. European think tanks, 

EU institutions and national 
governments have issued a diz-
zying array of recommendations 
on the way forward, although 
reading them tends to send one 
in circles. “Europe needs incre-
mental reform.” “Europe needs 
radical reform.” “Europe needs 
to strengthen its economic out-
look.” “Europe needs to complete 
eurozone reform.” “Europe needs 
strategic autonomy.” “Europe 
needs its own army.”

Here’s one more: Europe needs 
the US and vice versa. No, as a 
non-member, the US cannot help 
the EU navigate and cope with 
the fallout from Brexit, nor can it 
do much to address the populist 
winds blowing across the conti-
nent – although people like Steve 
Bannon are doing their very best 
to make those winds stronger. 
What the US and the EU can 
do together is strengthen their 
common position in the face of 
the return of great power politics. 

The Trump administration 
rightly placed “strategic com-
petition” at the heart of its 
national security strategies. 
Where the Trump administra-
tion veered off course was in 
its assumption that Europe or 
the EU more specifically will 
play no role in that competition. 
Instead, US policymakers appear 
to have reached the conclusion 
that they alone can compete 
with China and Russia. That is a 
grave miscalculation that is only 
weakening Europe and Ameri-
ca’s position vis-à-vis those two 
countries. 

Russia and China know full 
well that divisions between 
Europe and the US play to their 
advantage. China knows that 
addressing one or two countries’ 
objections to its recent arrest of 
two Canadians is far easier than 
addressing a coordinated West-
ern response. Russia knows that 
Western sanctions on its coun-

try cannot hold when the two 
sides of the Atlantic are divided. 
And other countries like Saudi 
Arabia relish the fact that the 
US and Europe are incapable 
of issuing a joint response to 
the Kingdom’s ongoing human 
rights abuses. That is precisely 
why these countries work so 
hard at fostering trans-Atlantic 
disunity. Let’s stop doing their 
work for them. Let’s strengthen 
the ties between the resilient 
democracies on both sides of 
the Atlantic.   
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